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(1) Nature and seriousness of the con-
duct and surrounding circumstances.

(2) Frequency and recency of the con-
duct.

(3) Age of the applicant.

(4) Motivation of the applicant, and
the extent to which the conduct was
negligent, willful, voluntary, or under-
taken with knowledge of the con-
sequences involved.

(6) Absence or presence of rehabilita-
tion.

(6) Probability that the cir-
cumstances or conduct will continue or
recur in the future.

(d) Whenever there is a reasonable
basis for concluding that an applicant’s
continued access to classified informa-
tion poses an imminent threat to the
national interest, any security clear-
ance held by the applicant may be sus-
pended by the ASD(C3I), with the con-
currence of the GC, DoD, pending a
final clearance decision. This suspen-
sion may be rescinded by the same au-
thorities upon presentation of addi-
tional information that conclusively
demonstrates that an imminent threat
to the national interest no longer ex-
ists. Procedures in appendix A to this
part shall be expedited whenever an ap-
plicant’s security clearance has been
suspended pursuant to this section.

(e) Nothing contained in this part
shall limit or affect the responsibility
and powers of the Secretary of Defense
or the head of another Department or
Agency to deny or revoke a security
clearance when the security of the na-
tion so requires. Such authority may
not be delegated and may be exercised
only when the Secretary of Defense or
the head of another Department or
Agency determines that the hearing
procedures and other provisions of this
part cannot be invoked consistent with
the national security. Such a deter-
mination shall be conclusive.

(f) Additional procedural guidance is
in appendix A to this part.

[67 FR 5383, Feb. 14, 1992, as amended at 59
FR 35464, July 12, 1994]

APPENDIX A TO PART 155—ADDITIONAL
PROCEDURAL GUIDANCE

1. When the DISCO cannot affirmatively
find that it is clearly consistent with the na-
tional interest to grant or continue a secu-
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rity clearance for an applicant, the case will
be promptly referred to the DOHA.

2. Upon referral, the DOHA shall make a
prompt determination whether to grant or
continue a security clearance, issue a state-
ment of reasons (SOR) as to why it is not
clearly consistent with the national interest
to do so, or take interim actions, including
but not limited to:

a. Direct further investigation.

b. Propound written interrogatories to the
applicant or other persons with relevant in-
formation.

c. Requiring the applicant to undergo a
medical evaluation by a DoD Psychiatric
Consultant.

d. Interviewing the applicant.

3. An unfavorable clearance decision shall
not be made unless the applicant has been
provided with a written SOR that shall be as
detailed and comprehensive as the national
security permits. A letter of instruction with
the SOR shall explain that the applicant or
Department Counsel may request a hearing.
It shall also explain the adverse con-
sequences for failure to respond to the SOR
within the prescribed time frame.

4. The applicant must submit a detailed
written answer to the SOR under oath or af-
firmation that shall admit or deny each list-
ed allegation. A general denial or other simi-
lar answer is insufficient. To be entitled to a
hearing, the applicant must specifically re-
quest a hearing in his or her answer. The an-
swer must be received by the DOHA within 20
days from receipt of the SOR. Requests for
an extension of time to file an answer may
be submitted to the Director, DOHA, or des-
ignee, who in turn may grant the extension
only upon a showing of good cause.

5. If the applicant does not file a timely
and responsive answer to the SOR, the Direc-
tor, DOHA, or designee, may discontinue
processing the case, deny issuance of the re-
quested security clearance, and direct the
DISCO to revoke any security clearance held
by the applicant.

6. Should review of the applicant’s answer
to the SOR indicate that allegations are un-
founded, or evidence is insufficient for fur-
ther processing, Department Counsel shall
take such action as appropriate under the
circumstances, including but not limited to
withdrawal of the SOR and transmittal to
the Director for notification of the DISCO
for appropriate action.

7. If the applicant has not requested a
hearing with his or her answer to the SOR
and Department Counsel has not requested a
hearing within 20 days of receipt of the appli-
cant’s answer, the case shall be assigned to
an Administrative Judge for a clearance de-
cision based on the written record. Depart-
ment Counsel shall provide the applicant
with a copy of all relevant and material in-
formation that could be adduced at a hear-
ing. The applicant shall have 30 days from
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receipt of the information in which to sub-
mit a documentary response setting forth
objections, rebuttal, extenuation, mitiga-
tion, or explanation, as appropriate.

8. If a hearing is requested by the applicant
or Department Counsel, the case shall be as-
signed to an Administrative Judge for a
clearance decision based on the hearing
record. Following issuance of a notice of
hearing by the Administrative Judge, or des-
ignee, the applicant shall appear in person
with or without counsel or a personal rep-
resentative at a time and place designated
by the notice of hearing. The applicant shall
have a reasonable time to prepare his or her
case. The applicant shall be notified at least
15 days in advance of the time and place of
the hearing, which generally shall be held at
a location in the United States within a met-
ropolitan area near the applicant’s place of
employment or residence. A continuance
may be granted by the Administrative Judge
only for good cause. Hearings may be held
outside of the United States in NATO cases,
or in other cases upon a finding of good
cause by the Director, DOHA, or designee.

9. The Administrative Judge may require a
prehearing conference.

10. The Administrative Judge may rule on
questions of procedure, discovery, and evi-
dence and shall conduct all proceedings in a
fair, timely, and orderly manner.

11. Discovery by the applicant is limited to
non-privileged documents and materials sub-
ject to control by the DOHA. Discovery by
Department Counsel after issuance of an
SOR may be granted by the Administrative
Judge only upon a showing of good cause.

12. A hearing shall be open except when the
applicant requests that it be closed, or when
the Administrative Judge determines that
there is a need to protect classified informa-
tion or there is other good cause for keeping
the proceeding closed. No inference shall be
drawn as to the merits of a case on the basis
of a request that the hearing be closed.

13. As far in advance as practical, Depart-
ment Counsel and the applicant shall serve
one another with a copy of any pleading, pro-
posed documentary evidence, or other writ-
ten communication to be submitted to the
Administrative Judge.

14. Department Counsel is responsible for
presenting witnesses and other evidence to
establish facts alleged in the SOR that have
been controverted.

15. The applicant is responsible for pre-
senting witnesses and other evidence to
rebut, explain, extenuate, or mitigate facts
admitted by the applicant or proven by De-
partment Counsel, and has the ultimate bur-
den of persuasion as to obtaining a favorable
clearance decision.

16. Witnesses shall be subject to cross-ex-
amination.

17. The SOR may be amended at the hear-
ing by the Administrative Judge on his or
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her own motion, or upon motion by Depart-
ment Counsel or the applicant, so as to
render it in conformity with the evidence ad-
mitted or for other good cause. When such
amendments are made, the Administrative
Judge may grant either party’s request for
such additional time as the Administrative
Judge may deem appropriate for further
preparation or other good cause.

18. The Administrative Judge hearing the
case shall notify the applicant and all wit-
nesses testifying that 18 U.S.C. 1001 is appli-
cable.

19. The Federal Rules of Evidence (28
U.S.C. 101 et seq.) shall serve as a guide. Rel-
evant and material evidence may be received
subject to rebuttal, and technical rules of
evidence may be relaxed, except as otherwise
provided herein, to permit the development
of a full and complete record.

20. Official records or evidence compiled or
created in the regular course of business,
other than DoD personnel background re-
ports of investigation (ROI), may be received
and considered by the Administrative Judge
without authenticating witnesses, provided
that such information has been furnished by
an investigative agency pursuant to its re-
sponsibilities in connection with assisting
the Secretary of Defense, or the Department
or Agency head concerned, to safeguard clas-
sified information within industry under to
E.O. 10865, as amended. An ROI may be re-
ceived with an authenticating witness pro-
vided it is otherwise admissible under the
Federal Rules of Evidence (28 U.S.C. 101 et
seq.).

21. Records that cannot be inspected by the
applicant because they are classified may be
received and considered by the Administra-
tive Judge, provided the GC, DoD, has:

a. Made a preliminary determination that
such evidence appears to be relevant and ma-
terial.

b. Determined that failure to receive and
consider such evidence would be substan-
tially harmful to the national security.

22. A written or oral statement adverse to
the applicant on a controverted issue may be
received and considered by the Administra-
tive Judge without affording an opportunity
to cross-examine the person making the
statement orally, or in writing when justi-
fied by the circumstances, only in either of
the following circumstances:

a. If the head of the Department or Agency
supplying the statement certifies that the
person who furnished the information is a
confidential informant who has been engaged
in obtaining intelligence information for the
Government and that disclosure of his or her
identity would be substantially harmful to
the national interest; or

b. If the GC, DoD, has determined the
statement concerned appears to be relevant,
material, and reliable; failure to receive and
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consider the statement would be substan-
tially harmful to the national security; and
the person who furnished the information
cannot appear to testify due to the fol-
lowing:

(1) Death, severe illness, or similar cause,
in which case the identity of the person and
the information to be considered shall be
made available to the applicant; or

(2) Some other cause determined by the
Secretary of Defense, or when appropriate by
the Department or Agency head, to be good
and sufficient.

23. Whenever evidence is received under
item 21. or 22., the applicant shall be fur-
nished with as comprehensive and detailed a
summary of the information as the national
security permits. The Administrative Judge
and Appeal Board may make a clearance de-
cision either favorable or unfavorable to the
applicant based on such evidence after giving
appropriate consideration to the fact that
the applicant did not have an opportunity to
confront such evidence, but any final deter-
mination adverse to the applicant shall be
made only by the Secretary of Defense, or
the Department or Agency head, based on a
personal review of the case record.

24. A verbatim transcript shall be made of
the hearing. The applicant shall be furnished
one copy of the transcript, less the exhibits,
without cost.

25. The Administrative Judge shall make a
written clearance decision in a timely man-
ner setting forth pertinent findings of fact,
policies, and conclusions as to the allega-
tions in the SOR, and whether it is clearly
consistent with the national interest to
grant or continue a security clearance for
the applicant. The applicant and Department
Counsel shall each be provided a copy of the
clearance decision. In cases in which evi-
dence is received under items 21. and 22., the
Administrative Judge’s written clearance de-
cision may require deletions in the interest
of national security.

26. If the Administrative Judge decides
that it is clearly consistent with the na-
tional interest for the applicant to be grant-
ed or to retain a security clearance, the
DISCO shall be so notified by the Director,
DOHA, or designee, when the clearance deci-
sion becomes final in accordance with item
36., below.

27. If the Administrative Judge decides
that it is not clearly consistent with the na-
tional interest for the applicant to be grant-
ed or to retain a security clearance, the Di-
rector, DOHA, or designee, shall expedi-
tiously notify the DISCO, which shall in turn
notify the applicant’s employer of the denial
or revocation of the applicant’s security
clearance. The letter forwarding the Admin-
istrative Judge’s clearance decision to the
applicant shall advise the applicant that
these actions are being taken, and that the
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applicant may appeal the Administrative
Judge’s clearance decision.

28. The applicant or Department Counsel
may appeal the Administrative Judge’s
clearance decision by filing a written notice
of appeal with the Appeal Board within 15
days after the date of the Administrative
Judge’s clearance decision. A notice of ap-
peal received after 15 days from the date of
the clearance decision shall not be accepted
by the Appeal Board, or designated Board
Member, except for good cause. A notice of
cross appeal may be filed with the Appeal
Board within 10 days of receipt of the notice
of appeal. An untimely cross appeal shall not
be accepted by the Appeal Board, or des-
ignated Board Member, except for good
cause.

29. Upon receipt of a notice of appeal, the
Appeal Board shall be provided the case
record. No new evidence shall be received or
considered by the Appeal Board.

30. After filing a timely notice of appeal, a
written appeal brief must be received by the
Appeal Board within 45 days from the date of
the Administrative Judge’s clearance deci-
sion. The appeal brief must state the specific
issue or issues being raised, and cite specific
portions of the case record supporting any
alleged error. A written reply brief, if any,
must be filed within 20 days from receipt of
the appeal brief. A copy of any brief filed
must be served upon the applicant or Depart-
ment Counsel, as appropriate.

31. Requests for extension of time for sub-
mission of briefs may be submitted to the
Appeal Board or designated Board Member.

A copy of any request for extension of time
must be served on the opposing party at the
time of submission. The Appeal Board, or
designated Board Member, shall be respon-
sible for controlling the Appeal Board’s
docket, and may enter an order dismissing
an appeal in an appropriate case or vacate
such an order upon a showing of good cause.

32. The Appeal Board shall address the ma-
terial issues raised by the parties to deter-
mine whether harmful error occurred. Its
scope of review shall be to determine wheth-
er or not:

a. The Administrative Judge’s findings of
fact are supported by such relevant evidence
as a reasonable mind might accept as ade-
quate to support a conclusion in light of all
the contrary evidence in the same record. In
making this review, the Appeal Board shall
give deference to the credibility determina-
tions of the Administrative Judge;

b. The Administrative Judge adhered to
the procedures required by E.O. 10865, as
amended and this part; or

c. The Administrative Judge’s rulings or
conclusions are arbitrary, capricious, or con-
trary to law.

33. The Appeal Board shall issue a written
clearance decision addressing the material
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issues raised on appeal. The Appeal Board
shall have authority to:

a. Affirm the decision of the Administra-
tive Judge;

b. Remand the case to an Administrative
Judge to correct identified error. If the case
is remanded, the Appeal Board shall specify
the action to be taken on remand; or

c. Reverse the decision of the Administra-
tive Judge if correction of identified error
mandates such action.

34. A copy of the Appeal Board’s written
clearance decision shall be provided to the
parties. In cases in which evidence was re-
ceived under items 21. and 22., the Appeal
Board’s clearance decision may require dele-
tions in the interest of national security.

35. Upon remand, the case file shall be as-
signed to an Administrative Judge for cor-
rection of error(s) in accordance with the Ap-
peal Board’s clearance decision. The assigned
Administrative Judge shall make a new
clearance decision in the case after cor-
recting the error(s) identified by the Appeal
Board. The Administrative Judge’s clearance
decision after remand shall be provided to
the parties. The clearance decision after re-
mand may be appealed pursuant to items 28.
to 35.

36. A clearance decision shall be considered
final when:

a. A security clearance is granted or con-
tinued pursuant to item 2.;

b. No timely notice of appeal is filed;

c. No timely appeal brief is filed after a no-
tice of appeal has been filed;

d. The appeal has been withdrawn;

e. When the Appeal Board affirms or re-
verses an Administrative Judge’s clearance
decision; or

f. When a decision has been made by the
Secretary of Defense, or the Department or
Agency head, under item 23.

The Director, DOHA, or designee, shall no-
tify the DISCO of all final clearance deci-
sions.

37. An applicant whose security clearance
has been finally denied or revoked by the
DOHA is barred from reapplication for 1 year
from the date of the initial unfavorable
clearance decision.

38. A reapplication for a security clearance
must be made initially by the applicant’s
employer to the DISCO and is subject to the
same processing requirements as those for a
new security clearance application. The ap-
plicant shall thereafter be advised he is re-
sponsible for providing the Director, DOHA,
with a copy of any adverse clearance deci-
sion together with evidence that cir-
cumstances or conditions previously found
against the applicant have been rectified or
sufficiently mitigated to warrant reconsider-
ation.

39. If the Director, DOHA, determines that
reconsideration is warranted, the case shall
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be subject to this part for making a clear-
ance decision.

40. If the Director, DOHA, determines that
reconsideration is not warranted, the DOHA
shall notify the applicant of this decision.
Such a decision is final and bars further re-
application for an additional one year period
from the date of the decision rejecting the
application.

41. Nothing in this part is intended to give
an applicant reapplying for a security clear-
ance any greater rights than those applica-
ble to any other applicant under this part.

42. An applicant may file a written peti-
tion, under oath or affirmation, for reim-
bursement of loss of earnings resulting from
the suspension, revocation, or denial of his
or her security clearance. The petition for
reimbursement must include as an attach-
ment the favorable clearance decision and
documentation supporting the reimburse-
ment claim. The Director, DOHA, or des-
ignee, may in his or her discretion require
additional information from the petitioner.

43. Claims for reimbursement must be filed
with the Director, DOHA, or designee, within
1 year after the date the security clearance
is granted. Department Counsel generally
shall file a response within 60 days after re-
ceipt of applicant’s petition for reimburse-
ment and provide a copy thereof to the appli-
cant.

44. Reimbursement is authorized only if
the applicant demonstrates by clear and con-
vincing evidence to the Director, DOHA, that
all of the following conditions are met:

a. The suspension, denial, or revocation
was the primary cause of the claimed pecu-
niary loss; and

b. The suspension, denial, or revocation
was due to gross negligence of the Depart-
ment of Defense at the time the action was
taken, and not in any way by the applicant’s
failure or refusal to cooperate.

45. The amount of reimbursement shall not
exceed the difference between the earnings of
the applicant at the time of the suspension,
revocation, or denial and the applicant’s in-
terim earnings, and further shall be subject
to reasonable efforts on the part of the appli-
cant to mitigate any loss of earnings. No re-
imbursement shall be allowed for any period
of undue delay resulting from the applicant’s
acts or failure to act. Reimbursement is not
authorized for loss of merit raises and gen-
eral increases, loss of employment opportu-
nities, counsel’s fees, or other costs relating
to proceedings under this part.

46. Claims approved by the Director,
DOHA, shall be forwarded to the Department
or Agency concerned for payment. Any pay-
ment made in response to a claim for reim-
bursement shall be in full satisfaction of any
further claim against the United States or
any Federal Department or Agency, or any
of its officers or employees.
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47. Clearance decisions issued by Adminis-
trative Judges and the Appeal Board shall be
indexed and made available in redacted form
to the public.

[67 FR 5383, Feb. 14, 1992, as amended at 59
FR 35464, July 12, 1994; 59 FR 48565, Sept. 22,
1994]

PART 156—DEPARTMENT OF DE-
FENSE PERSONNEL SECURITY
PROGRAM (DoDPSP)

Sec.
156.1
156.2

Purpose.

Applicability and scope.
156.3 Policy

156.4 Responsibilities.

AUTHORITY: 50 U.S.C. 781.

SOURCE: 58 FR 42855, Aug. 12, 1993, unless
otherwise noted.

§156.1 Purpose.

This part:

(a) Updates the policy and respon-
sibilities for the DoDPSP under Pub. L.
81-832; E.O. 10450, 18 FR 2489, 3 CFR,
1949-1953 Comp., p. 936; E.O. 10865, 256 FR
1583, 3 CFR, 1959-1963 Comp., p. 398; E.O.
12333, 46 FR 59941, 3 CFR, 1981 Comp.,
p.200; and E.O. 12356, 47 FR 14874 and
15557, 3 CFR 1982 Comp., p. 166.

(b) Continues to authorize the publi-
cation of DoD 5200.2-R! in accordance
with DoD 5025.1-M. 2

§156.2 Applicability and scope.

This part applies to:

(a) The Office of the Secretary of De-
fense, the Military Departments (in-
cluding the Coast Guard when it is op-
erating as a Military Service in the
Navy), the Chairman of the Joint
Chiefs of Staff and the Joint Staff, the
Unified and Specified Commands, and
the Defense Agencies, except as pro-
vided for the National Security Agency
(NSA) in paragraph (b) of this section
(hereafter referred to collectively as
‘““the DoD Components’).

(b) The NSA is exempt from the pro-
visions of this Directive. The personnel
security program for the NSA is imple-
mented pursuant to DoD Directive

1Copies may be obtained at cost, from the
National Technical Information Service, 5285
Port Royal Road, Springfield, VA 22161.

2See footnote 1 to 156.1(b).

§156.3

5210.45,3 and internal regulations of the
NSA.

(c) DoD military and civilian per-
sonnel, consultants to the Department
of Defense, contractors cleared under
the Defense Industrial Security Pro-
gram (DISP) Regulations DoD 5220.224
and others affiliated with the Depart-
ment of Defense.

§156.3 Policy.

It is DoD policy that:

(a) No person shall be appointed as a
civilian employee of the Department of
Defense, accepted for entrance into the
Armed Forces of the United States, au-
thorized access to classified informa-
tion, or assigned to duties that are sub-
ject to investigation under this part
unless such appointment, acceptance,
clearance, or assignment is clearly
consistent with the interests of na-
tional security.

(b) A personnel security clearance
shall be granted and assignment to sen-
sitive duties shall be authorized only
to U.S. citizens. As an exception, a
non-U.S. citizen may, by an authorized
official (as specified in 32 CFR part 154)
be assigned to sensitive duties or
granted a Limited Access Authoriza-
tion for access to classified informa-
tion if there is a need for access in sup-
port of a specific DoD program, project,
or contract.

(c) The personnel security standard
that shall be applied in determining a
person’s eligibility for a security clear-
ance or assignment to sensitive duties
is whether, based on all available infor-
mation, the person’s allegiance, trust-
worthiness, reliability, and judgment
are such that the person can reason-
ably to expected to comply with Gov-
ernment policy and procedures for safe-
guarding classified information and
performing sensitive duties.

(d) 32 CFR part 154 shall identify
those positions and duties that require
a personnel security investigation
(PSI). A PSI is required for:

(1) Appointment to a sensitive civil-
ian position.

(2) Entry into military service.

3See footnote 1 to 156.1(b).

4See footnote 1 to 156.1(b).
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